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Documents: 4.3.1 Institution frequently updates its IT facilities and provides sufficient
bandwidth for internet connection.
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Computer Network & [nternet (Jse Policy

Introduction: The College uses computers as one way of enhancing 1ts mission fo
teach the skills, knowledge and behaviour's. Computers provide unequalled
opportunities to explore and use a varied and exciting set of resources In order to
make these resources available to everyone, those who use the college’'s available
technology must do so in a way that is consistent with their educational mission

These rules are intended to provide general guidelines and examples of prohibited
computer and Internet uses, but do not attempt to state all required or prohibited
activities by users. Failure to comply with the Turku Hansda Lapsa Hemram
Mahavidyalay Computer Network and Internet Use Policy and these rules may
result in loss of computer and Internet privileges, and/or legal and disciplinary
action.

The Computing Systems and resources of Turku Hansda Lapsa Hemram
Mahavidyalay serve to support and enhance the academic mission of the College and
its community. As well, access to the computing systems and resources af Turku
Hansda Lapsa Hemram Mahavidyalay is a privilege to be used in effective, ethical
and lawful ways that support the values of the College. The College will endeavour
o maintain an atmosphere which balances respect for individual users with respect
for College facilities and for College and community standards.

Network/Internet Use is a Privilege, Not a Right

Staff/Student use of the college networks and Internet services is a privilege, not
a right. No person will deliberately or willfully cause damage to computer
equipment or assist another in doing the same. Unacceptable use/activity may
result in suspension or cancellation of privileges as well as additional disciplinary
action and/or legal action. The Internet Committee shall have final authority to
decide whether a staff/student’s privileges will be denied or revoked.

Principles and Guidelines: This Computer User Policy provides guidelines for
appropriate use of the College's computer facilities and services. It is not

comprehensive but, rather, includes principles to guide members of the College
community, as well as specific policy statements that serve as reference points.
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Respect the mission of the College.
1. The College makes network resources available to students, faculty and
staff to further the College's academic, vocational, spiritual, patriotic and
cultural goals. The College network, Internet connection, and email system

are for the College educational program and business use only

2. The College cannot control the content of web pages, e-mail or other on-lire
communications and is not responsible for the views expressed by outside
entities or individuals. The College may engage in the monitoring of all
electronic transactions, including e-mail or other electronic files created by
users of the College's computer facilities and services, The College has the
responsibility to take reasonable steps should it learn of illegal use of its

computer facilities, and will do so.

. You are responsible for all activity involving your College computer account.
Keep your account secure and private. Sharing your password with another
person is prohibited. Do not use common words as your password. Do not post
your password in plain view for anyone fo access.

4. The College is the custodian of a wide array of personal and financial data
concerning its students, faculty, staff, alumni, donors and the College itself.
Complete confidentiality is required. Only those with authorization may
access, communicate, or use confidential information, which may include, but
is not limited to, student transcripts and financial information, employee
personnel records, donor financial records, and the financial records of the

College.

Application: This operating policy is applicable to the entire Turku Hansda Lapsa
Hemram Mahavidyalay community using any device connected to the College data
network from any access point, internal or remote. This policy includes all privately
owned computers connected to the Turku Hansda Lapsa Hemram Mahavidyalay
network. In this context, the College community includes all registered students,
all paid employees, full time, part time and casual; and all others associated with
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Users should ensure that confidential information is not observed by others
while working at a computer.,

v Users should not leave their computers unattended while logged on to their
accounts.

¥ Users should exercise discretion when printing confidential information
which may be viewed or observed by unauthorized persons.

v Users may not copy, send, duplicate or transmit by any means, confidential
data from College systems for any purpose other than performance
of College related business.

v Users must not move, copy or transfer programs, files or other forms of
software from one computing system to another without proper
authorization to do so.

v Users must not distribute, sell or make available software to any person
where prohibited by copyright or license.

v

Users must not access and use software belonging to or owned by Turku

Hansda Lapsa Hemram Mahavidyalay without proper authorization and
license rights.

Disciplined Use
v Obey Indian Cyber Crime & State laws holistically:

v Respect other users' use of IT resources;

v Run up-to-date antivirus software; and

v Apply the latest security patches to all your software and devices.

E-mail
1 E-mail should adhere to the same standards of conduct as any other form of
mail. Avoid distasteful, inflammatory, harassing or otherwise unacceptable
comments. Individuals may not use e-mail fo infringe the copyright or other
intellectual property rights of third parties.
2. The College may engage in monitoring of e-mail messages or other electronic
files created by employees in specific instances in which there is a good
cause for such monitoring or legal obligations to do so.
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